
Data Center Monitoring

A data center is a facility used to house networked computer servers and storage systems that are 
securely connected to the Internet. A data center generally includes redundant or backup power 
supplies, redundant data communications connections, environmental controls (e.g., air 
conditioning, gas detection, fire suppression), and physical access control systems. 

Large data centers are industrial scale operations using as much electricity as a small town and 
therefore facilities managers must look for ways to be more energy efficient without compromising 
the operation of the data center. Facility managers must also implement various systems to ensure 
that the assets and the personnel working in the data center are protected from potentially hazardous
conditions like gas and fire. The facility management system or features are often integrated with 
the facility’s Data Center Information Management (DCIM) system. 

Energy Management and Other Facility
Automation

DCIM systems collect a lot of data from the typical electronic
systems in the data center, often through SNMP based
collection schemes. However, a data center also uses many
devices used in generic building management such as electric
sub-meters, HVAC-specific sensors, and physical access
control systems. These devices or subsystems, typically



running on BACnet and Modbus protocols, need to be integrated into the data center's or larger 
facility's Building Management System (BMS), and they also need to feed into the DCIM system so
that the DCIM dashboard can offer a holistic view of the health of the data center. 

As data centers continue to evolve, integrating a variety of BACnet and Modbus devices used 
within a data center facility to a BMS and/or DCIM system becomes important to centralizing 
access and reducing ongoing costs related to data center production, such as power and cooling. 
Through the DCIM system, facility managers can monitor real-time device information and benefit 
from integrated monitoring, ticketing, and reporting for better accuracy and speed. Facility 
managers can also adjust temperature and humidity levels to control energy usage within the data 
center through the DCIM. 

As data center facility managers look to integrate more BACnet and Modbus devices into a DCIM 
system to ensure peak monitoring and controlling capabilities, protocol gateways are the key to full 
interoperability. A protocol gateway capable of translating from any protocol to any other protocol 
becomes an essential element in a data center blueprint. Within a data center, typical protocol 
translations from devices to the DCIM include: 

• Modbus to SNMP 
• Modbus RTU to SNMP 
• Modbus TCP/IP to SNMP 

• BACnet to SNMP 
• BACnet/IP to SNMP 
• BACnet MS/TP to SNMP 

In addition to protocol translation, a gateway with the ability to represent Modbus devices as a 
unique SNMP management information base (MIB) to the SNMP-based management system is 
more valuable than the gateway acting as a single proxy for all of the devices. This grants the 
integrator granular visibility and control over each Modbus device from a SNMP management 
system. With the ability to manipulate virtual SNMP devices, reconfiguration of the network 
(adding or removing devices) becomes extremely simple. 

As an example, data centers draw a lot of power and it is an industry standard to have detailed 
power metering for servers and 19’ racks. With visibility over SNMP virtual nodes, each power 
meter or power distribution unit (PDU) can be seen as an SNMP device on the Ethernet network, 
making management of the power demand in a data center on a granular level possible. 

Gas Hazards in a Data Center

Back up power in a data center is often provided by
batteries or by diesel (or sometimes alternative fuel
powered) generators. Lead-acid batteries release
hydrogen gas when they are charging, and as a
combustible gas, the buildup of hydrogen in the



battery room can potentially result in an explosion. Generators, running on diesel fuel, can produce 
an output that is sufficient enough to cover a data center's electricity demand for a period of time in 
the event of an electrical outage. The use of diesel fuel can result in Carbon Monoxide as a 
byproduct. Although good ventilation can generally dispel the gas, if not properly monitored, the 
buildup of Carbon Monoxide can displace Oxygen within a generator room and create a hazard for 
personnel. 

A gas detection and alarming system that uses appropriate audio, visual, or message based alarms 
and that is integrated with the larger facility management or DCIM system for mitigation (such as 
increasing air flow to dispel gas) or analytics is the best practice. 
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